John the Ripper
- Kurzakte -

Anwendung mit den Default-Optionen von john

john wahlt automatisch den richtigen Verschl issel ungsal gorithmus fir die Hashs

Driicken einer beliebigen Taste fiir die Statistikanzeige wahrend der Laufzeit

Unterbrechen mit Strg + C, wobei das Zwischenergebnisin die Datei ~/.john/john.rec geschrieben wird
zweimaliges Betétigen der Kombination Strg + C bricht john ohne Zwischenspeicherung ab

gecrackte Passworter werden in der Standardausgabe angezeigt und in der Datei ~/.john/john.pot gespeichert
Aufruf mit dem Pfad der Passwortdatei (Kopie) als Option

Benchmark-Test (alle aufgelisteten Formate kann john knacken)

linux:~ # john -test

Created directory: /root/.john

Benchmarki ng: Traditional DES [24/32 4K]... DONE
Many salts: 313779 c/s real, 313779 c/s virtual

Benchmarki ng: NT LM DES [32/32 BS]... DONE
Raw. 3117785 c/s real, 3111562 c/s virtual # 10 mal schneller als bei DES!

Erstellen einer zusammengefiihrten Passwortdatei
i nux: ~ # unshadow /et c/ passwd /etc/shadow > <passwort-datei >

Aufruf von john mit schonendem Ressourcenumgang
linux:~ # nice -n 19 john <passwort-datei>

0 Zwischenstand durch Driicken einer beliebigen Taste

check der Auslastung mit top:
Pl D USER PR NI VIRT RES SHR S %CPU %EM TI ME+ COVIVAND
6701 root 25 19 7168 6080 1572 R 99.5 0.6 2:51.90 john

Aufruf der gecrackten Passworter

Iinux:~ # john -show <passwort-datei>

linux:~ # john -show -users:jdoe <passwort-datei>
0 geknackte Passworter stehen in Datel john.pot

Waeiterfihren einer unterbrochenen Sitzung:
linux:~ # john —-restore

Aufruf mit einer speziellen Wortliste und den Wortebuchregeln

o das Standard-Wérterbuch befindet sich in der Datei /var/lib/john/password.|st
linux:~ # john -wordlist:/usr/dict/words -rules passwd

nur Passworter mit einer guten Shell knacken
linux:~ # john -wwords.Ist -rules -shells:sh,csh,tcsh, bash

john mit dem schnellen single-Modus starten:
Iinux:~ # john —single # nutzt Login/GECOS-Infos al's Passwort-V orgabe

john mit dem Brute-Force-Modus starten:
linux:~ # john —i ncremental : LanMan passwortdatei.|annan

Feintuning

erfolgt in der Konfigurationsdatei / var/1i b/ j ohn/j ohn. conf
(/var/lib/john/john.ini firexperimentaleVersion)

o [estlegen von Regeln fiir fihrende und abschlief3ende Zeichen der Passworter
o Regeln fir Wortwiederholungen: testtest ...

Mailinfo an Benutzer mit schwachem Passwort
linux:~ # ./mailer <passwort-datei>
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ausfuhrliche Hilfe:

linux:~ # |s /usr/share/doc/ packages/john/
CHANGES CREDI TS  EXTERNAL | NSTALL MODES OPTI ONS README- 1. 6. 37
CONFI G EXAMPLES FAQ LI CENSI NG NEWS READIVE RULES

John the Ripper's Conmmand Line Options

You can list any number of password files on John's command |ine, and al so
specify some of the following options (all of themare case sensitive, but
can be abbreviated; you can also use the GNU-style |ong options syntax):

-single "singl e crack" node
Enabl es the "single crack"” node, using rules from[List.Rules:Single].

-wordfile:FILE wordl i st npde, read words from FI LE,
-stdin or fromstdin
These are used to enable the wordlist npde.

-rul es enabl e rules for wordlist node
Enabl es wordlist rules, that are read from[List.Rules:Wrdlist].

-increnental [ : MODE] incremental node [using section MODE]
Enabl es the increnental node, using the specified ~/john.ini definition
(section [Increnmental : MODE], or [lIncrenental:All] by default).

- ext ernal : MODE external node or word filter
Enabl es an external node, using external functions defined in ~/john.ini's
[ Li st. Ext ernal : MODE] secti on.

-stdout [ : LENGTH] no cracking, wite words to stdout
When used with a cracking node, except for "single crack”, makes John
print the words it generates to stdout instead of cracking. VWile applying
wordlist rules, the significant password length is assuned to be LENGTH,
or unlimted by default.

-restore[:FlLE] restore an interrupted session
Continues an interrupted cracking session, reading point information from
the specified file (~/restore by default).

-session: FI LE set session file nane to FILE
Al lows you to specify another point information file's name to use for
this cracking session. This is useful for running nultiple instances of
John in parallel, or just to be able to recover an ol der session |ater,
not al ways continue the | atest one.

-status[: FILE] print status of a session [from FILE]
Prints status of an interrupted or running session. To get an up to date
status information of a detached running session, send that copy of John
a SI GHUP before using this option.

-makechars: FI LE make a charset, overwiting FILE
Cenerates a charset file, based on character frequencies from ~/john. pot,
for use with the increnental node. The entire ~/john.pot will be used for

the charset file unless you specify some password files. You can al so use
an external filter() routine with this option.

- show show cracked passwords
Shows the cracked passwords in a convenient form You should al so specify
the password files. You can use this option while another John is cracking,
to see what it did so far.

-test perform a benchmark
Benchmar ks all the enabl ed ciphertext format crackers, and tests themfor
correct operation at the sane tine.

-users:[-]LOEANUDO,..] load this (these) user(s) only
Allows you to filter a few accounts for cracking, etc. A dash before the
list can be used to invert the check (that is, load all the users that
aren't listed).
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-groups:[-]1d O, ..] load this (these) group(s) only
Tells John to | oad users of the specified group(s) only.

-shell's:[-]SHELL[, ..] | oad this (these) shell(s) only
This option is useful to | oad accounts with a valid shell only, or not to
| oad accounts with a bad shell. You can onmit the path before a shell nane,

so '-shells:csh' will match both '/bin/csh' and '/usr/bin/csh', while
'-shells:/bin/csh" will only match '/bin/csh'.

-sal ts:[-] COUNT set a passwords per salt limt
This feature sonetines allows to achieve better perfornmance. For exanple
you can crack only sonme salts using '-salts:2' faster, and then crack the
rest using '-salts:-2'. Total cracking time will be about the sane, but
you will get sone passwords cracked earlier.

- for mat : NAME force ciphertext format NAME
Al ows you to override the ciphertext format detection. Currently, valid
format nanes are DES, BSDI, MD5, BF, AFS, LM You can use this option when
cracking or with '-test'. Note that John can't crack password files with
different ciphertext formats at the same tine.

-savenem LEVEL enabl e menory saving, at LEVEL 1..3
You mght need this option if you don't have enough nenory, or don't want
John to affect other processes too nmuch. Level 1 tells John not to waste
menory on | ogin nanes, so you won't see themwhile cracking. Higher |evels
have a performance inpact: you should probably avoid using them unl ess John
doesn't work or gets into swap otherw se.

Additional Uilities

There're sonme utilities in John's run directory:

unshadow PASSWORD- FI LE SHADOW FI LE
Conbi nes the passwd and shadow files (when you al ready have access to
both) for use with John. You might need this since if you only used your
shadow file, the GECOS informati on woul dn't be used by the "single crack"
node, and al so you wouldn't be able to use the '-shells' option. You'll
usual ly want to redirect the output of 'unshadow to a file.

unaf s DATABASE- FI LE CELL- NAME
Gets password hashes out of the binary AFS database, and produces a file
usabl e by John (again, you should redirect the output yourself).

uni que OUTPUT- FI LE
Renpoves duplicates froma wordlist (read fromstdin), w thout changi ng
the order. You might want to use this with John's '-stdout' option, if
you got a lot of disk space to trade for the reduced cracking tine.

mai | er PASSWORD- FI LE
A shell script to send mail to all the users who got weak passwords. You
shoul d edit the nmessage inside before using.
I'i nux-fnR4: ~ # | ess /usr/share/ doc/ packages/j ohn/ OPTI ONS
i nux-fnR4: ~ # cat /usr/sharel/ doc/ packages/john/ OPTI ONS
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